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IT failures, outages and SEV 1 incidents are on the rise, with one in five 
organisations reported suffering a “serious” or “severe” outage in the 
past three years, according to the Uptime Institute1. 

Consequently, regulators worldwide, from the UK’s Financial Conduct 
Authority, the Monetary Authority of Singapore and the EU’s Digital 
Operational Resilience Act (DORA) to Australia’s Securities and 
Investments Commission (ASIC)2 are demanding better operational 
resilience from financial services institutions. 

But today’s complex, hybrid IT estates have created a more difficult 
environment for them to monitor. Monitoring has always been seen as the 
canary in the coal mine, allowing organisations to identify known issues and 
risks to determine what is likely to fail/occur. 

Too often that message lacks context and meaning, preventing 
discovery of why failures occurred or what the impact of a failure is 
likely to be - so they are not prepared. It is critical that they can see the 
context of an alert - what else is happening that is not reported in the 
alert, or why the alert has happened - so they can take steps to ensure 
it does not happen again.  

For that, they need observability. 

Observability is a popular subject, with dozens of solutions that claim to solve 
every issue organisations have with monitoring their IT estates. So, how does 
a firm decide what observability products are relevant, viable and necessary? 
First, they must understand where they are on the observability journey. 

Introduction

1: Uptime Institute’s 2022 Outage Analysis Report, Uptime Institute, https://uptimeinstitute.com/

2: Operational Resilience Regulation, Why Multinationals Must Take a Group-wide Approach, GreySpark 2022, https://www.itrsgroup.com/online-

library/whitepapers/greyspark-regulation-operational-resilience

This paper examines what 
constitutes true observability 
in business and IT monitoring. 
It introduces the observability 
maturity matrix, a tool to 
support organisations in 
achieving observability in their 
monitoring models; helping 
them to:
• Meet service level 

agreements (SLAs), objectives 
(SLOs), and indicators (SLIs)

• Prevent outages & 
SEV 1 issues

• Meet regulatory 
requirements.

Chris Banat
Global Head of Service 
Engagement at ITRS

http://www.itrsgroup.com
https://uptimeinstitute.com/
https://www.itrsgroup.com/online-library/whitepapers/greyspark-regulation-operational-resilience
https://www.itrsgroup.com/online-library/whitepapers/greyspark-regulation-operational-resilience
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What is observability?  Why 
observability? 
Due to the extreme complexity of 
modern IT estates, organisations break 
their estates into functional teams – 
system administrators who look after 
the infrastructure platforms, network 
support teams, application support teams 
who look after the applications, data 
specialists, web/client facing teams, etc. 

Many of these teams use different 
monitoring tools that are suitable for their 
function, but not able to give a holistic 
view of what is going on. Without cross-
tool observability, traditional monitoring 
cannot offer true operational resilience 
for financial services firms. 

By adding observability to their monitoring 
maturity, organisations can see what is 
happening in the full stack - networks, 
infrastructure, applications and 
data. True observability allows them 
to understand the context of their 
monitoring data and to prepare for all 
scenarios, now and in the future.

 
 

 
These bottlenecks hinder organisations’ real-time 
understanding of their hybrid IT infrastructures. 
This causes more outages, downtime, SEV 1 
incidents, and compromises operational efficiency. 

• In complex IT estates, siloed views of assets 
(from infrastructure to cloud and legacy) 
create blind spots and a lack of visibility when 
incidents occur. 

• Dynamic environments such as OpenShift 
and Kubernetes make a static view of 
monitoring impossible. 

• Multiple IT monitoring tools create an operational 
overhead through poor alert governance.

• Some monitoring tools only store alert data, not 
all data. This makes analysis and understanding 
the context in the IT estate very difficult.  

• Increasing amounts of data complicate AI Ops. 

• It is NOT just being able to see what has already happened.

• It is NOT siloed monitoring or data capture.

• It is NOT just collecting metrics, trace, or logging data. 

True observability IS what happens when data is analysed in context, so an 
organisation can understand its IT business environment. It IS the only way 
organisations can act immediately to resolve issues and can predict those that 
may occur in the future - and take steps to ensure they don’t happen again.

For example, in banking, the successful completion of a transaction 
may require dozens of disparate applications to run without fail. If 
those applications are monitored independently, it will not be possible 
to understand the impact they have on one another, and on the 
successful completion of the transaction. 

Contextual data adds intelligence to the static data arising from these 
monitoring systems and applications. Knowing the context around your full 
IT estate means you can find and understand the root cause of the problem 
- and learn how to fix it. For example, by using time-series data arising from 
multiple sources related to the alert (APIs, firewalls, and other non-alert 
data) users can see the context and impact of what is happening around the 
actual alert. This ensures the successful completion of the transaction.

What observability IS NOT

What observability IS

Bottlenecks to observability

http://www.itrsgroup.com
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Technology

In a survey by dimensional research4, 
84% of financial institutions reported that 
their IT environment changed more in the 
12 months prior to November 2021 than 
in the company’s lifespan. 

84%
Regulation 

According to dimensional research, this 
new complexity means 79% of operations 
professionals said maintaining SLAs/SLOs 
is becoming increasingly difficult.79%

So, what has 
changed in 
monitoring? 
In recent years, there have been two major 
changes to the monitoring landscape. 

1. First, digital transformation has driven 
rapid IT complexity. Adoption of cloud and/
or containers means a new infrastructure 
platform and potentially completely 
different application architecture. This 
often introduces new blind spots or more 
monitoring tools to manage.

2. Second, widespread3 system outages 
and cyber threats have pushed 
operational resilience to the top of the 
list for regulators worldwide.

3: Barclays tops list of banks with most IT shutdowns - BBC News

4: Financial institutions forgo critical IT spend: A global survey on operational resilience | ITRS Group

http://www.itrsgroup.com
https://www.bbc.co.uk/news/business-49412055
https://www.itrsgroup.com/online-library/whitepapers/financial-institutions-forgo-critical-it-spend-global-survey-operational
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Regulatory 
emphasis on 
operational 
resilience 

Financial institutions are about to have regulations forced upon them to 
better manage SLAs/SLOs for banking customers. Driving this change was 
an increase in digital operational risks, causing concern for regulators - not 
only about individual institutions but also for the entire financial ecosystem. 

Regulators from the UK Financial Conduct Authority to European 
Union’s Digital Operational Resilience Act (DORA), and authorities 
in Australia, the EU, Hong Kong, Singapore, the US, as well as the 
Basel Committee on Banking Supervision (BCBS), have all published 
perspectives over the last three years 5. 

If firms don’t take a drastic approach to overhauling their approach 
to operational resilience, they could be facing breach of regulatory 
compliance, fines, and potentially a threat to their very survival.

Financial Conduct Authority 

Since the UK Financial Conduct Authority's (FCA) new 
operational resilience laws CP19/32 came into force in 
March 2022, financial institutions now have less than 
two years to ensure – and prove – their operational 
resilience strategy is robust, to comply with the FCA’s 
regulations for the UK’s financial sector.

Their requirements include the following: 

• Making those business services that can impact 
customers or the market if they were disrupted 
more resilient to outages and downtime.

• Setting impact tolerances for the maximum level 
of disruption while ensuring the continuation of 
important business services. 

• Three years from March 2022 to ensure they are 
remaining within their set impact tolerances.

• Mapping and scenario testing of resources to 
assess they can continue to deliver important 
business services under stressful or damaging 
circumstances. 

• Plans to communicate to the FCA when business 
services are disrupted, and ability to assess and 
document their operational resilience. 

DORA

The European Union’s Digital Operational Resilience Act 
(DORA) aims to harmonise digital resilience throughout 
the EU. By 2025, EU financial firms will be expected to 
comply with new rules in the following five key areas:

1. Digital operational resilience 
Vulnerability and network security assessments, gap 
analysis and software solutions testing, scenario-
based testing, performance and penetration testing.

2. Risk management 
Maintain resilient ICT systems and tools; have 
comprehensive business continuity and disaster 
recovery plans.

3. ICT incident reporting and management 
Implement management systems to monitor, 
describe, and report any major ICT-based incidents to 
the relevant authorities. 

4. Information sharing 
Share cybersecurity information and intelligence with 
firms in other member states. 

5. Third-party risk management 
Financial services firms will be required to assess and 
document any potential risk associated with their 
third-party ICT service providers.

6

5: Whitepaper: Operational resilience in financial services | ITRS Group

http://www.itrsgroup.com
https://www.itrsgroup.com/online-library/whitepapers/operational-resilience-financial-services


7

Add observability to your monitoring strategy

www.itrsgroup.com

Monitoring versus observability 
Monitoring is necessary to achieve true observability, 
as it can determine whether a system is working, 
via predefined sets of logs, metrics, and alerts.  IT 
monitoring tools that collect and show data have been 
around for many years and have matured over time. 
Yet, monitoring tools can only provide “in-the-moment” 
information like dashboards and alerts.

Observability is understanding, based on insights 
gained from properties and patterns that are not 
defined in advance.  Observability goes beyond 
monitoring by storing and analysing all data (logs, 
time-series metrics, alerts, etc) – not just that which 
creates alerts. This allows algorithms to detect anomalies 
in the IT estate which may cause failure. 

Observability also allows a better understanding of 
historic events, like root cause analysis after an event 
has happened, so that performance issues can be 
avoided in future.  It enables the reduction of unwanted 
alerts – coming from monitoring or anomaly detection. 

Observability is often combined with visibility - the need 
to see the IT entire estate across silos, or to visualise the 
large and complex data that can be captured.

It provides the opportunity to study the overall 
behaviour of everything within an IT environment, 
supporting better user experiences and revenue flows. 

WHAT BENEFITS DOES OBSERVABILITY 
BRING TO MONITORING MATURITY?

Traditional monitoring answers 
the question “what’s happening?” 

Observability answers the 
question “why is it happening?”

OPERATIONAL 
RESILIENCY (IMPROVED 

SRE, SLAS, SLOS, SLIS)

AVOIDS 
REGULATORY FEES 

OR PENALTIES

PREVENTS SEV 
1 INCIDENTS

REDUCED 
DOWNTIME, MTTR 
AND SEV 1 EVENTS

COST SAVINGS 
DUE TO LESS 
DOWNTIME

BETTER BUSINESS 
SERVICE 

MANAGEMENT

INCREASED 
AUTOMATION

PEACE OF MIND

REDUCED 
ALERT FATIGUE

SUSTAINABLE 
PROCESSES

ADAPTIVE, 
PREVENTATIVE 
& PREDICTIVE 
MONITORING

http://www.itrsgroup.com
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The monitoring 
maturity model
To deal with complex IT environments and comply 
with burgeoning regulations, financial services 
organisations must now proactively manage 
disruptive internal and external issues and learn 
from them to prevent them happening again. 

In the past, organisations relied on traditional 
monitoring, which identifies known issues and risks. 
They used a tried-and-true monitoring maturity 
model to see where they sat in their monitoring 
journeys - and where they could (or should) go.

Most organisations are familiar with the monitoring 
maturity model and use it as a tool to build and 
assess observability capabilities.

Organisations must anticipate and manage the unknown 
events and risks that lurk around every corner. To do 
this, there is another dimension required for monitoring 
maturity - observability.

Level 1: Infrastructure 
Monitoring basic infrastructure: Networks, operating 
systems, CPUs, memory and disk space.

Level 2: Basic application monitoring 
Monitoring basic application processes and log errors, usually 
on one server. 

Level 3: Advanced application monitoring  
Monitoring an application as a holistic item across multiple 
servers: Infrastructure, applications and data feeds. 

Level 4: End-to-end monitoring 
End-to-end monitoring of business transactions, passing 
through one or more applications, with intelligent alert 
aggregation: Fundamental to operational resilience.  

Level 5: Business activity 
Ability to see business activity and the impact of issues and 
outages to a firm’s business or clients.  

There are five levels, which are not necessarily progressive: 

http://www.itrsgroup.com
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Observability 
maturity model

Observability is another word for understanding, and its 
maturity levels are based on the ability to understand. 

ITRS has developed a diagnostic tool – the observability maturity 
matrix – to help identify where an organisation is on the journey, 
and see how it benchmarks against industry peers.

There are five steps to observability maturity – they are 
outcome-based and should be considered progressive. To 
see where an organisation sits on the observability journey, 
it must ask itself some hard questions at each step. 

Ability to collect 
source event and 
other source data 

that needs to 
be understood. 

Collection 
must be across 

monitoring silos.

STEP 1 
DATA 

COLLECTION

Ability to do Step 
1 plus collating 
the real-time 
and historical 

data to make it 
understandable 
in context, via 

enrichment (e.g., 
relationships 

between items) 
and correlation 

(e.g., time 
windows, common 
factors like host ID 

or user ID). 

STEP 2 
DATA 

SYNERGY 

Ability to do Steps 
1 & 2 and make 

data useable 
for users to 

gain knowledge 
via tailored, 

contextual views, 
data analysis, and 
use-case specific 

applications 
(root cause 

analysis, noise 
reduction, etc). 

STEP 3 
USER 

KNOWLEDGE

Ability to do 
Steps 1, 2 and 

3 to make data 
understandable for 
corrective actions, 

plus event and 
alert analysis for 
identifying root 
cause, perform 

capacity planning 
and forecasting.

Ability to do Steps 
1-4 and make 

recommendations 
to improve the 

estate (e.g., cost 
reduction plans 

in cloud cost 
optimisation, noise 

reduction plans). 

STEP 4 
REMEDIATION

STEP 5 
PREVENTION & 

PLANNING: 

9

Requirements for observability
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www.itrsgroup.com

Using the observability 
maturity matrix

The vertical Y axis in the matrix below represents 
the monitoring maturity model, where it is simple to 
determine an organisation’s current level of maturity by 
using the five levels in the chart.

The horizontal X axis represents an organisation’s 
observability maturity. It can determine its basic 
level of observability maturity by using the step level 
descriptions (i.e., Data Collection, Data Synergy, etc.). 

With the matrix, firms can plot many different aspects 
of their business, showing where they stand now and 
where they want to go.

Bringing observability and 
monitoring maturity together

10
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Here are three examples of assessment, other examples could be 
stakeholder mapping, tool mapping, SLO mapping, etc. 

1. Subjective self-assessment: Where am I? 
By plotting where the company is on the Y axis, then cross plotting with 
the X axis, a firm can determine how mature its observability strategy is. 

If an organisation has Level 5 monitoring maturity, and can achieve Step 
4 on the observability axis, it can plot where it stands on the matrix. 
From there, business and IT can determine whether the status quo is 
satisfactory for operational resilience purposes.

2. Subjective self-assessment versus observability goals: Where do 
I want to be?  
Once current observability maturity is established, an organisation 
can decide if it requires improvement. It can then see in detail 
what functionality it needs to reach its operational resilience and 
observability goals. 

3. Functionality score: Where does my department/organisation sit?  
This requires more work. Each department, for example, would tick off 
each of the individual observability functionalities it can perform for 
each step. If it reaches Step 4 – Remediation – but cannot tick “Dynamic 
Thresholds” or “Data Enrichment” off its list, it could have some weak 
Level 4 functionality. In other words, the less it has at earlier stages, the 
less it can achieve at the later stages. 

Where it gets even more difficult is with assessing the observability 
maturity of the entire organisation. For that, it may be necessary to 
aggregate the assessments of each relevant department.

Levels of assessment:

Add observability to your monitoring strategy
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Increases the value of your data through 
historical data analysis and AIOpsANALYSIS

Collects, contextualises and displays data in 
order to alert and actionMONITORING

The availability of source data in your 
IT Business EnvironmentOBSERVABLE DATA
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ITRS’s unique observability value proposition is the only 
platform that enables organisations to see into their 
entire IT estates and trading activities in real time, as if 
through a single pane of glass. 

For more information on the ITRS Observability & Monitoring 
Platform please contact cbanat@itrsgroup.com.

ITRS Observability & 
Monitoring Platform

ITRS provides 
the platform for 
observability
Financial services organisations worldwide are under 
regulatory pressure to prevent, or adapt quickly to, 
disruption. It is essential to have end-to-end visibility for 
business-critical processes, to detect and avoid issues 
and prevent them from happening in the future. 

An observability solution is dependent on the 
following elements:  

• Comprehensive data aggregation from multiple 
monitoring tools, across distributed environments, etc. 

• Effective data storage – balancing the need for depth 
of data with the cost of storage 

• Sophisticated analysis – using AI to identify root 
causes and trends.  

Many organisations have started the journey to 
observability with some transaction-level monitoring 
and some pockets of time-series data, but few have 
a comprehensive approach that aggregates data 
to understand the impact of IT performance on 
transactions or customer experience.

For true observability, financial services institutions 
need data from applications, servers, systems, cloud, 
containers, and databases. This data and more adds 
depth and context to monitoring, helping them to 
determine what has gone wrong and why. Real-time 
data collection and real-time alerting are key. 

12
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